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Cnucok TepMUHOB U onpeaeneHnmn

Opranusauus — HY JII10 «Co3Be3nue»

II/TH — nepcoHaJIbHBIE TAHHBIE.

NCIAn — napopMaliioHHasi CUCTeMa MEPCOHANIBHBIX JaHHBIX.
APM — aBTOMaTu3upoBaHHOE paboyee MECTO.

C3I1/In1 — cucTtema 3aiiuThl IEPCOHATBHBIX JaHHBIX.



1. O6wme nonoxeHus

Hacrosimmii JOKYMEHT yCTaHaBIMBaeT TpeOOBaHUA K oOOeCreYeHn0 Oe30MacHOCTH
NEPCOHAJBHBIX JIAaHHBIX TPH HUX O00paboTKe B HWH(POPMALMOHHBIX CHCTEMaX, a TaKKe
MH(GOPMAIIMOHHBIX TEXHOJIOTMA W TEXHUYECKUX CPEACTB, IMO3BOJISAIONIMX OCYIIECTBIATh
00pabOTKy TaKuX MEPCOHAIBHBIX JAHHBIX C UCIIOIb30BAaHUEM CPEACTB AaBTOMATH3AIHMH.

[Tomutuka paspaborana B coorBercTBHMM ¢ Kouctutymueit Poccuiickoit ®eneparnym,
®enepanbubiM 3ak0HOM 0T 27 utonsg 2006 1. Ne 149-@3 «O6 unpopmanuu, HHGOpMAITMOHHBIX
TEXHOJIOTUSX U O 3anuTe nHbopmanum», DeaepanbHbIM 3akoHOM OT 27 utons 2006 1. Ne 152-D3
«O nepcoHanbHbIX AaHHBIX», [locTaHoBnenuem IlpaBurenscrBa PO ot 01.11.2012 . Ne 1119
«O0 yTBepkIeHWH TpeOOBaHWN K 3allUTe MEPCOHANBHBIX JaHHBIX TPH HX O00pabOTKe B
MH(POPMAILIMOHHBIX CHCTEMaxX MEpPCOHAIBHBIX AaHHBIX», [Ipukazom @OCTOK Poccuu ot
18.02.2013 Ne 21 «O06 yTBEep»KJACHUU COCTaBa U CONCPKAHUS OPTAHU3AIMOHHBIX U TEXHUUYECKUX
Mep 1O OO0ECleYeHnIo Oe30MacHOCTH TNEepPCOHANBHBIX JaHHBIX MpU HX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMaX IEePCOHAJIbHBIX MJAHHBIX» U ONpEeAeseT MOPSAIOK 3alUThI
NEPCOHAJIBHBIX JaHHBIX, 00padaTbiBaeMbIX B Opranuzaium.

1.1. lleab MOJMTHKH.

Onpenenuth TpeOOBaHUS 0€30MACHOCTH K MEPCOHATLHBIM JaHHBIM, 00padaThIBaéMbIM B
MH(OPMAITMOHHBIX CHCTEMaX MEePCOHATBHBIX MaHHBIX OpraHu3anui, ¢ HENbI0 MPEeIOTBPAICHHS
J000r0 HECAaHKIIMOHMPOBAHHOTO JAOCTYTIA.

Kputnunsim  daxropom Oe3onacuoctu [1[lH siBisiercss opranuzanust 3¢GQGEKTHBHOTO
koHTpons noctyna K I1/lH, oOpabaTbiBaeMbIX B HMH(GOPMAIIMOHHBIX CHCTEMax IMEPCOHATbHBIX
naHHBIX. OTCYTCTBHE a/IeKBATHOTO KOHTPOJIS JOCTYIA MOXKET BECTH K HECAHKIIMOHUPOBAHHOMY
noctyny k UCIT/In Opranu3zanmm.

1.2. O0sacTh NPpUMEHEHUs.

TpeOoBanusi Hactosimied [loMUTHKM — PacHpOCTPaHSIOTCS HA BCEX COTPYAHUKOB
Opranuzaiuy (IITaTHBIX, BPEMEHHBIX, pa0OTAONIMX 10 KOHTPAKTY U T.II.), @ TAK)KE BCEX MPOUYUX
a1 (MOAPSIAYMKH, ayTUTOPBI U T.I1.).



2. CocTtaB 1 cogepxkaHue mep no obecnevyeHuro 6esonacHocTn MNOH n
nnad pa6ot no 3awumTe NOH, o6pabaTbiBaembix B UCINOH
OpraHusauuu

2.1. CocTas u coep:kanue Mep 1o odecrneyennio d6ezonacuoctu I11n

B cocraB Mep no obecrniedeHnI0 O€30MaCHOCTH MEPCOHATBLHBIX JAHHBIX, PEaIN3yeMbIX B
paMKax CHUCTEMbI 3alIUTBI IEPCOHAIIBHBIX JAHHBIX C YYCTOM AaKTYaJIbHBIX YI'pPO3 0e30macHOCTH
MIEPCOHAJIBHBIX JAHHBIX M IPUMEHSIEMbBIX HHPOPMAIIMOHHBIX TEXHOJIOTHH, BXOJIAT:

e Mepsl N0 uACHTU(PUKALMY U ayTEHTUPUKAIIMKU CYObEKTOB JOCTyNa U 00BEKTOB JOCTyNa
JIOJKHBI 00eCIIeunBaTh MPUCBOCHUE CYOBEKTaM U 0ObEKTaM JIOCTYIa YHUKAIbHOTO
npu3HaKa (MIAeHTU(PUKATOPA), CPABHEHUE TPEABSBIIEMOT0 CyObEKTOM (0OBEKTOM)
J0cTyna UaeHTU(UKATOpa ¢ MepeyHeM MPUCBOCHHBIX HJICHTU()HUKATOPOB, a TaKXkKe
MIPOBEPKY NMPUHAIICKHOCTH CYyObEKTy (0OBEKTY) TOCTYIA MPEIbSIBICHHOTO UM
uAeHTUpUKaTopa (MOATBEP)KICHUE OATUHHOCTH).

e Mephbl M0 YIPABJICHHUIO JOCTYIIOM CYOBEKTOB JOCTYIA K OOBEKTaM JOCTYIA JOKHBI
o0ecreunBaTh yIpaBleHUe MpaBaMy U MPUBUIIETUSAMU CYObEKTOB J0CTYIIA,
pasrpaHuyeHue JocTyna cyObeKTOB JOCTyIa K 00bEeKTaM JOCTyIa Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B HH()OPMAIIMOHHOMN CHCTEME MPABUII Pa3rpaHUYCHUs
JI0CTyMa, a TaKXKe 00ecreynBaTb KOHTPOJIb 332 COOJIIOCHUEM STUX MTPaBHIL.

e Mepsl 10 OTPaHUYUCHUIO TIPOTPAMMHOMN CPEJIbI TOJDKHBI 00ECIICUYMBATh YCTAHOBKY U (HLJTH)
3aIyCK TOJBKO Pa3penieHHOTO K UCIOIb30BaHHIO B HH(OPMAIIMOHHOM CHCTEME
POTPaAaMMHOTO 00SCTICUCHHUST WIIM UCKITIOYATh BOBMOXXHOCTh YCTAHOBKHU U (WJIN) 3aITyCcKa
3alPEIEeHHOTO K UCTIOIb30BaHMIO B HH(GOPMAIIMOHHOW CHCTEME TIPOTPAMMHOTO
obecreueHus.

e Mepbl N0 3a1IUTE MALTUHHBIX HOCUTEJIEH MEPCOHANBHBIX JaHHBIX (CpecTB 00paboTKU
(XpaHeHUs1) IEPCOHANIBHBIX JIAaHHBIX, Ch€MHBIX MAIIMHHBIX HOCUTEJIEH MepCOHAIbHBIX
JAHHBIX ) JOJKHBI HCKIII0YaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO TOCTyMA K
MalIUHHBIM HOCUTEIISIM M XPaHSAIIMMCS HA HUX MEPCOHAIBHBIM JIaHHBIM, a TaKKe
HECaHKIIMOHUPOBAHHOE HCIOJIb30BaHUE ChbEMHBIX MAIIMHHBIX HOCUTENEH MepCOHATbHBIX
JTAaHHBIX.

e Mepsl 0 perucTpanuu CoOBITHI 0€30MacHOCTH JOIKHBI 00ecieunBaTs cOOp, 3ammuch,
XpaHEeHHE U 3alUTy HHYOPMAIUK O COOBITUSAX OE30MAaCHOCTH B MH(OPMALIMOHHOM
CHCTEME, a TAK)KE BO3MOXKHOCTH ITPOCMOTpPA U aHAIN3a MHOOPMAIIH O TAaKUX COOBITHSIX
U pearupoBaHHe HA HUX.

e Mepsl IO aHTUBUPYCHOM 3aIUTE JOKHBI 00€CeunBaTh OOHAPYKEHHUE B
MH(POPMAITMOHHOW CUCTEME KOMITBIOTEPHBIX MPOTPaMM JINOO HHOM KOMITBIOTEPHON
MH(pOpMaLUK, IPeJHa3HAYEHHON 1711 HECAaHKLIMOHUPOBAHHOTO YHHUUTOXKEHUS,
OJI0KHMpOBaHMS, MOAM(PHUKALINH, KOTIMPOBAHHS KOMITBIOTEPHON MH(DOPMAIHH WITH
HeHTpaln3aluu cpesICTB 3aluThl HHPOpMaIMY, a TaKXKe pearupoBaHue Ha OOHapyKeHHe
ATHUX MPOTPaMM B HHPOPMAITUH.



Mepsl 1o oOHapykeHuo (PEIOTBPAILEHNI0) BTOPKEHUH JTOKHBI 00ecTeunBaTh
oOHapykeHue AecTBUN B MH(OPMAITMOHHON CHCTeMe, HAlPaBICHHBIX Ha
HECaHKIIMOHUPOBAHHBINA JOCTYN K HHPOPMAIINH, CIIEIIHAIbHBIE BO3ECHCTBUS Ha
WH(GOPMAITMOHHYIO CUCTEMY U (WJIH) TIEPCOHATBHBIC TAHHBIC B IETISTX TOOBIBAHMS,
YHUUTOXKEHHS, UCKa)KEHUS ¥ OJIOKHPOBAHUSA JOCTYIA K MEPCOHANBHBIM JaHHBIM, & TaKKe
pearupoBaHKE Ha ITU AECHCTBUS.

Mepsb! IO KOHTPOJTIO (aHAIKM3Y) 3alUIIEHHOCTH EPCOHANBHBIX TaHHBIX JJOIKHBI
o0ecrieunBaTh KOHTPOJIb YPOBHS 3aLIUIIEHHOCTH ITEPCOHATBHBIX JTAHHBIX,
o0OpabarbpiBaeMbIX B HH(OPMALIMOHHOM CUCTEME, ITyTEM IMPOBEICHHS CUCTEMAaTHYECKUX
MEPOIPUIATHI 110 aHATU3Y 3aILUIIEHHOCTH HHPOPMAIIMOHHOM CUCTEMBI U TECTUPOBAHHUIO
paboTOCIIOCOOHOCTH CHCTEMBI 3AIIUThI IEPCOHATIBHBIX JAHHBIX.

Mepbl 10 o0ecreueHuo HeI0CTHOCTH HH(POPMALIMOHHON CUCTEMbI M IEPCOHATIBHBIX
JAHHBIX JIOJDKHBI 0OecrieunBaTh oOHapyKeHrne GakTOB HECAHKIIMOHUPOBAHHOTO
HapyIIEHUS ETOCTHOCTH MH(GOPMAIIMOHHON CUCTEMBI M COICPKAIIMXCS B HEH
NEPCOHAJIBHBIX JAHHBIX, a TAK)KE BO3MOKHOCTb BOCCTAHOBJICHHS HH(POPMALIMOHHOM
CHUCTCMBI U COACPIKAIINXCA B HeH NEPCOHAIBHBIX JTaHHBIX.

Mepsl 0 00ecriedeHn 0 JOCTYITHOCTH EPCOHANBHBIX IaHHBIX JOKHBI 00€CIIeYHBATh
aBTOPHU30BAHHBII JTOCTYI MOJIb30BaTENEH, UMEIOIIUX MpaBa Mo JA0CTYITY, K
NEPCOHAILHBIM JIAHHBIM, COJIEPKAIUMCS B MHPOPMALIMOHHON CHUCTEME, B IIITATHOM
pexnMe QyHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBI.

Mepbl IO 3alUTC CPEAbl BUPTyAJIU3AlIUN JOJIKHBI UCKIIHOYATh HecaHKHHOHHpOBaHHLIﬁ
JOCTYTI K IEpPCOHAIBHBIM JJAHHBIM, 00padaThiBa€MbIM B BUPTYAIbHON HHPPACTPYKTYPE,
Y K KOMIIOHEHTaM BUPTYaJIbHOW HHPPACTPYKTYPHI U (UJIH) BO3IEHCTBHE HA HUX, B TOM
YHCIIe K CPEICTBaM YIIPABICHHS BUPTYaIbHON HHOPACTPYKTYPOH, MOHHTOPY
BUPTYaJIbHBIX MAalIMH (TMUIIEPBU30PY), CUCTEME XPAHEHUS JaHHBIX (BKJIIOYasi CHCTEMY
XpaHEeHHs 00pa30B BUPTYaIbHON HHPPACTPYKTYPHI), CETH Mepeadn JaHHBIX Yepe3
3NIEMEHTHI BUPTYaJIbHON WIIH (pu3nueckoit HHQPaCTPYKTyphl, TOCTEBBIM ONEPALIMOHHBIM
crcTeMaM, BUPTyalbHBIM MalllnHaM (KOHTEHHEpaM), CHCTEME U CETH PeTUIHKAIINH,
TEPMUHAJIBHBIM U BUPTYAJIbHBIM YCTPOMCTBAM, 4 TAK)KE CUCTEME PE3EPBHOIO
KOITUPOBAHHS U CO3aBAEMBIM €FO KOTIHSIM.

Mepsl 10 3aIIMTE TEXHUYECKUX CPEACTB JOIDKHBI HCKIII0YAaTh HECAHKIIMOHUPOBAHHBIN
JOCTYII K CTAIMOHAPHBIM TEXHHYECKHM CPEICTBaM, 00padaThIBAIOIINM [IEPCOHAILHBIC
JaHHBIE, CPEICTBaM, 00ECICYMBAIOIIUM (PYHKIIMOHUPOBaHNE HH(DOPMAIIMOHHON CUCTEMBI
(manee - cpencTBa odecrniedeHus! QyHKIIMOHHUPOBAHMSA), U B IOMEILEHHUS, B KOTOPBIX OHH
MIOCTOSIHHO PACIIONIOKEHBI, ATy TEXHUYECKUX CPEIICTB OT BHEIIHUX BO3ACUCTBUI, a
TaKKe 3alUTy EPCOHANBHBIX JaHHBIX, TPEACTABICHHBIX B BUE NH()OPMATHBHBIX
ANEKTPUYECKUX CUTHAIOB M (PU3MYECKUX TOJIEH.

Meps! 1o 3amure nHGOPMAITMOHHON CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U Mepeaadu
JAHHBIX JOJKHBI 00€CIIEUNBATh 3aIIUTY IEPCOHANBHBIX JIAHHBIX MPU B3aUMOJICHCTBUH
MH(GOPMAITMOHHOMN CHCTEMBI UJTH €€ OTJIENbHBIX CETMEHTOB C MHBIMU HH(POPMALIMOHHBIMU
CUCTeMaMHU U MHPOPMAITHOHHO-TEJICKOMMYHUKAIIMOHHBIMU CETSIMH TTOCPEICTBOM
MIPUMEHEHHUS apXUTEKTYPhl HH(OOPMAIIMOHHON CHCTEMBI M IPOEKTHBIX PEIICHUH,
HaTpaBJICHHBIX HAa 0OecIeueHne Oe30MaCHOCTH MEPCOHANLHBIX JAHHBIX.



e MepsI 1O BBISBICHHIO HHIWACHTOB M PEarnpOBaHUIO Ha HUX JJOJDKHBI 00€CIIeunBaTh
oOHapyXeHue, HICHTU(UKAIIIO, aHAJIN3 UHIMICHTOB B MH()OPMAIIMOHHOH cUCTEME, a
TaKKe MPUHSATHE Mep 110 YCTPAHEHHIO U MPEIYNPEKICHUIO HHIHICHTOB.

e Mepsbl IO yIIPaBICHUIO KOHPUTYparued nH(HOPMAITMOHHON CHCTEMBI H CHCTEMBI 3aIUTHI
MEPCOHANBHBIX TAHHBIX JIOJIKHBI 00€CIIeUnBaTh YIIpaBIeHUE U3MEHEHUSIMU
KoH(pHUTypauu HHPOPMAITMOHHOW CUCTEMBI M CUCTEMBI 3aIIUTHI IIEPCOHABHBIX JAHHBIX,
aHaJIM3 MOTEHIIMATBFHOTO BO3CHCTBYS IJIAHUPYEMbIX U3MEHEHUH Ha oOecTieueHue
0€30IMacCHOCTH IMePCOHATBHBIX JIAHHBIX, a TAK)KE JOKYMCHTHPOBAHHUE dTUX U3MCHEHUH.

Jlis peanuzanuy yKa3aHHBIX Mep MO0 00€CeYeHUI0 0€30MacCHOCTH MOTYT NPUMEHSATHCS
MEXKCETEBbIE IKPaHbl, CUCTEMbl OOHAPYXEHMsI BTOPXKEHUH, CPEACTBA aHAJIM3a 3alUIIEHHOCTH,
CIELMAIM3UPOBAHHBIE KOMILIEKCHI 3aIIUThl M aHAIN3a 3aLIUIIEHHOCTH HH(pOpMALIUH.

Jus 3ammtel 11/1H, npenctaBneHHoi B Buae WHPOPMATHUBHBIX AIEKTPUYECKHX CUTHAJIOB
U (U3NYECKUX IM0JeH MOTYyT MPHUMEHATHCS CIEAYIOIIME METOIbl M CIIOCOOBI 3alIUTHI
uHpOpMaLUK:

® JCIOJB30BAHME TEXHUYECKHUX CPEICTB B 3aLIUIIICHHOM HCIIOJIHCHNH;

® UCIOJNB30BAaHUE CPEJCTB 3aLIUTHl MH(OpMAIMK, NPOLIEANINX B YCTAHOBIEHHOM
IIOPSZIKE MPOLEAYPY OLEHKH COOTBETCTBHUS,

e pa3MenieHHEe OOBEKTOB 3alllUThl B COOTBETCTBUM C NpPEJIUCAaHHEM Ha
JKCILIyaTalHtIo;

® pa3MeUleHHE MOHIKAIOIMINX TPAaHCHOPMATOPHBIX MOACTAHIINH ANEKTPONUTAHUS U
KOHTYpOB 3a3€MJICHUS TEXHUYECKUX CPEICTB B IPEIENax OXpaHAEeMOU

TEPPUTOPUH;
e o0ecnieuyeHWe pa3BA3KM IETIeH OJJIEKTPOIUTAHHUA TEXHHYECKUX CPEICTB C
IIOMOIIIbIO 3alUTHBIX (GuIBTPOB, OJOKUPYIOIIHUX (monaBIAIOIINX)

MH(GOPMATUBHBIN CUTHAJ;

e oOecneyeHHEe MIEKTPOMATHUTHOM pa3BA3KM MEXAY JMHUSAMHU CBSI3U U APYTMMHU
LENSMU BCIIOMOT'aTEJIbHBIX TEXHUUYECKHMX CPEICTB U CHCTEM, BBIXOJSAIIMMU 3a
IpeAesbl OXpaHsIeMOoil TeppUTOpUH, U MH(MOPMALIMOHHBIMYU LIEMSMH, IO KOTOPBIM
UPKYIHPYET 3amuiaemMas iHpopmanusi.

Bo3moxHble MeTozbl U criocoObl 3amuThl 11J{H, npeacTaBieHHbIX B BUAE aKyCTUYECKOM
(peueBoii) nHGOpPMALINK, 3aKIIOYAIOTCS B PeajH3allMid OPraHU3alMOHHBIX M TEXHUYECKUX MEp
i oOecneyeHusl 3BYKOM3OJIALMU OTPa)KJAIOUIMX KOHCTPYKLHMHM MOMELEHUH, B KOTOPBIX
pacronoxeHna MH(GOPMAIMOHHAS CUCTEMa, UX CUCTEM BEHTWIALMU U KOHIWIMOHUPOBAHUS, HE
MO3BOJISIIONIEH BECTH MPOCIYLIMBAHUE aKyCTUYECKOH (pedeBoil) MH(OpManuu npu roiocoBOM
BBOJIC TIEPCOHANBHBIX JAaHHBIX B WH(GOPMALMOHHOM CHCTEME WM BOCIPOU3BEACHUU
MH(pOPMaLUU aKYCTUYECKUMH CPEICTBAMHU.

2.2. IIpyHIMIIBI M CTIOCOOBI OTPeieIeHUsl AKTYaJbHbIX YIpo3 O0e3onacHocT I11H

Jns  BeIOOpa W peanmu3anmu  Mep 1o obecredeHuto Oe3omacHoctd  [IJIlH B
uHpopManmonHoil cucreme OpraHuzali Ha3HAYaeTCsl OTBETCTBEHHBIM IO  3aluTe
nH(pOopMaIUU B HHPOPMAIIMOHHBIX CHCTEMaX IMePCOHATBHBIX IAHHBIX.

Beibop wu peamuzamus Mep 1o obecneuenuto OesomacHoctd I1/ln B UCII/IH
OCYIIECTBIIIIOTCS Ha OCHOBE, ompenenseMblx B OpraHusanu, yrpo3 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX (MOJENb Yrpo3) U B 3aBUCUMOCTH YpOBHA 3amuieHHoctd [I/1H,
omnpeneneHHoro B coorBercTBuM ¢ Ilocranosnenuem IlpaButenscrBa ot 1.11.2012 . Ne 1119
«O0 yTBepkIeHUH TpeOOBaHMI K 3alllUTe IEePCOHAJIbHBIX IaHHBIX HpU HX 00paboTke B
MH(OPMAITMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIXY.

Mogens yrpo3 pa3zpabaTbiBaeTcsi HA OCHOBE CIIEAYIOIIUX METOJMYECKUX JOKYMEHTOB:

7



e ba3zoBas mozaens yrpo3 0€30MacHOCTH MEPCOHANBHBIM JaHHBIM NpU 00paboTKe B
MHQOPMAIIMOHHBIX CUCTEMaX IMEPCOHANbHBIX JIaHHBIX, YTBEpP)KIEHHOW 15
depans 2008 r. 3amecturenem agupektopa PCTIOK Poccuu;

e Meroauka ONpENeNeHus] AaKTyaJbHBIX Yrpo3 Oe30MacHOCTH MEePCOHANbHBIX
JaHHBIX Tpu 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATbHBIX JTaHHBIX,
yrBepxkaeHHol 14 deBpans 2008 r. 3amecturenem aupexropa PCTIK Poccun.

Mogenb yrpo3 nepcoHalIbHbIM JIaHHBIM COCTaBIS€TCS OTBETCTBEHHBIM 110 3amuTe [1J{H u
yIBepXkaaeTcs pykopoaurenaem Opranusaiui.

[TepuoguunocTh niepecmoTpa Moaenu yrpo3 s kaxaon MCIIIx onpenenena B myHKTe
2.4. 1aHHOTO TOKYMEHTA.

2.3. Onpenenenne ypoBHs 3amumenHoctu I1/{n

[Ipu  oOpaGoTke  MEepCOHANBHBIX  JaHHBIX B  HMH(QOPMALMOHHBIX  CHCTEMax
yCTaHaBIMBAIOTCA ypoBHM 3amumieHHoctH IIJlH B coorBerctBuM ¢ IlocTtaHoBneHuEM
[IpaButensctBa ot 1.11.2012 1. Ne 1119 «O06 yTBepkaeHnn TpeOOBaHUN K 3aIIUTe
NEPCOHAJIBHBIX JAaHHBIX MpPU HX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax IEePCOHAIBHBIX
JTAHHBIX).

IIpu onpenenenun ypoBHs 3amumeHHoctd [I/IH, mpu ux ob6pabotke B WCII/IH
YUUTBHIBAIOTCS CIIEAYIONUE UCXOAHbIE TaHHBIE:

e Karteropus oOpabaTblBaeMbIX B HMH(DOPMAIMOHHON CHCTEME HEepPCOHAIbHBIX
JTAaHHBIX;

e 00beM 00pabaTbIBa€MbIX MEPCOHAIbHBIX JaHHBIX (KOJIUYECTBO CYOBEKTOB
NEepCOHATBbHBIX JaHHBIX, MEPCOHAJbHBIE JaHHBIE KOTOPBIX 00pabaThIBAIOTCS B
nH(GOPMAIMOHHOI cucTeMe);

® 3aJaHHbIE ONEPATOPOM XapaKTEPUCTHKH O€30MaCHOCTU MEPCOHAIBHBIX JTaHHBIX,
o0pabaTbiBaeMbIX B MH()OPMAIIMOHHOH CUCTEME;

e Ttum yrpo3 6ezonacHoctu I1/H, akTyaabHBIX 1715 HHPOPMAILIMOHHONW CUCTEMBIL;

e MpoBepsieTcs ycnoBue npuHaanexHoctu [IJIH corpynaukam oneparopa I1JIH ninn
UHBIM CYOBEKTaM, HE SBISTFOIMMCS COTPYIHHUKAMH OTIepaTopa.

ITo pesynpratam aHanM3a MUCXOJHBIX JAHHBIX MH(MOPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX
JAHHBIX IPHUCBAaMBAETCs COOTBETCTBYIOIIMN ypoBeHb 3amuuieHHoctu [I/[H, um cocTaBisercs
«AxT omnpenenenus ypoBHsS 3amuimieHHoctd [IJIH, npm wux o6paborke B HCIII8»,
yTBEpKAaeMbli pykoBoauTesneM OpraHuzaluu.

VYpoBeHb 3aLUIEHHOCTH EPCOHABHBIX JAHHBIX MOXET OBbITh IEPECMOTPEH:

® [0 peuleHuI0 OTBeTCTBeHHOro mno 3amure IIJ[H B Opranuszanum Ha OCHOBE
MIPOBEJCHHBIX UM aHAJIN3a U OLEHKU yrpo3 0€30MacHOCTH NePCOHABHBIX JaHHbBIX
C y4yeToM ocoOeHHOcTell W (WJIM) M3MEHEHUIl KOHKPEeTHOW HH(OpMarMoHHON
CUCTEMBI;

® [0 pe3yabTaTaM MEpONPHUATUH MO KOHTPOIIO 32 BBINOJHEHHEM TpeOOBaHUN K
obecrieyeHn0 0E30MacCHOCTH TEePCOHANBHBIX JAHHBIX IpH UX 00paboTke B
UH(QOPMAIIMOHHON CHCTEME.

2.4. Ilnan meponpusTuii no odbecnevyenunio 6esonacHoctu I n
Jns obecrieueHust 0€30MACHOCTH MPOIECCOB 0OpabOTKH TEpPCOHANBHBIX JAaHHBIX B
Opranuzanuy, JOIKHBI ObITh BBITIOJIHEHB! pa0OTHI, B COOTBETCTBUU C IUIAHOM, YKa3aHHOM HHKE:

Meponpusitue ‘ Ilepuoau4HOCTH
Oprann3zannoHHbIe MEPONPHUATHSA

O6cnenoBanue HHPOPMALIMOHHBIX CUCTEM
NIEPCOHAJIbHBIX JTAHHBIX
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PazoBoe




Meponpusitue IepnoanyHoOCTH
Onpenenenue nepeuns MCI1H PazoBoe
Omnpenenenue oopadateiBaembix [1/IH 1 00bEKTOB
PaszoBoe
3aIIUTHI
Ornpenenenue Kpyra Jull, y4aCTBYIOIINX B
PaszoBoe
obpabotke [1/1n
Omnpenenenre OTBETCTBEHHOCTH JIHII,
Pa3zoBoe
y4acTBYIOIIUX B 00paboTKe
Ornpenenenue mpaB pa3rpaHUUCHUS TOCTYyTa
nonb3oBarenei UCITJIH, HeOOXOAMMBIX IS PazoBoe
BBITIOJTHEHHUS JIOJDKHOCTHBIX 00sI3aHHOCTEN
HasnavyeHne 0TBETCTBEHHBIX 3a O€30MACHOCTh U
PazoBoe
opranuzanuto UCITJIa
Ornpenenenue ypoBHs 3amuiieHHoctu [1IJ{n mis
PasoBoe
Bcex BoisiBIeHHBIX MCI1/IH
YcTaHOBJIEHHE KOHTPOJIUPYEMOM 30HBI BOKPYT
PaszoBoe
NCITn
Br160p nomenieHuit A yCTaHOBKU annapaTHBIX
cpenct UCII/IH B moMemeHusX, ¢ UeNblo PasoBoe
uckmouenuss HCJI nui, He onmyIeHHbIX K
obpabotke [1/1xn
Opranmzaius pexxuma ¥ KOHTPOJISL JOCTyTIa
(oxpaHbl) B TOMEIICHHS, B KOTOPHIX YCTaHOBJICHBI PazoBoe
annapatsble cpeacrtsa UCIIJIH.
Opranuzanus nopsiika pe3epBHOTO KOMMPOBAHUS
¥ BOCCTAHOBJICHUS 3allIUIIIaeMON HHMOpMAITIH PazoBoe
Ha TBEP/Ible HOCUTEIHN
BBenenune B aeiicTBUE MHCTPYKIIMU 1O 3aIUATE
Pa3zoBoe
NCIIn
Opranuzanus ”HGOPMUPOBAHUS U O0YUECHUS
COTPYAHUKOB O MOPsiJIKe 00pabOTKH U 3aIUTHI PasoBoe
I11a
Pa3zpaboTka JOKHOCTHBIX HHCTPYKIIUH O
nopsiike oopadotku [1/]H 1 obecnieuennmn PazoBoe
BBEJICHHOTO PEKHMMA 3aIIUThHI
Pa3paboTka uHCTpyKIuil 0 ACHCTBUM B Cydae PasoBoe
BO3HMKHOBEHH S BHEIITATHBIX CUTYAIHI
Pazpabotka nonoxxenust 00 00paboTKe U 3aluTe
Pa3oBoe
I1/11, o6pabareiBaembix B MCII/Ix
YTBepKIeHHE MOIUTUKUA OE30MTaCHOCTH
Pa3oBoe
TIEPCOHAIBHBIX JTAHHBIX
Opranu3aius )KypHalia yuyeTra oOpalieHuit
PazoBoe
cyobekToB [1]]H
Opranu3anus nepevHs o yu4eTry TeXHUYECKUX
CPENICTB U CPEACTB 3aILLUTHI, a TAKXKE Pa3oBoe
JIOKYMEHTAIIUU K HUM
Opranu3anys ocToB OXpaHsl Il MPOIyCKa B
p 8 P A pory PazoBoe

KOHTPOJHUPYEMYIO 30HY

NuxeHepHO-TeXHHYECKHE MePONIPHUSATHS

BHeapenue TeXHUYECKOW CUCTEMBI KOHTPOJIA
JIOCTyNIa B KOHTPOJIMPYEMYIO 30HY U IOMELIEHUS

PazoBoe
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Meponpusitue IepnoanyHoOCTH
Brenpenue TeXHUYECKON CUCTEMBI KOHTPOJIS
Pa3zoBoe
noctyna K snementam UCIIn
YcTaHOBKA KaJIK03M Ha OKHAX Pa3oBoe
Buenpenue pe3epBHbBIX (AyOIUpyOLINX)
PazoBoe

TEXHUYCCKUX CPCACTB KIHOYCBLIX DJICMCHTOB
VCIJn

Meponpusitus no BHeapenno C3U or HC/I

Brenpenne cucrems! 3amutel o HCJL Ha
paboumX CTaHLUSIX U cepBepax

PazoBoe

BHeapenue cuctemMbl aHTUBUPYCHOM 3aIUThI

Pa3oBoe

BHeznpenue cpeacTB MEKCETEBOTO
HKPAHUPOBAHUS

PazoBoe

BHenpenue cpe/icTB aHaIN3a 3alHIICHHOCTH

PazoBoe

BHeznpenue cpeactB oOHapy>KeHHsl BTOPKEHUH

PazoBoe

Co3znanue *ypHaia BHYTPEHHUX IIPOBEPOK U
NOJIEPKAHKE €r0 B aKTyaJIbHOM COCTOSIHUH

Exxemecsauno

KonTpons Hax cobmoaenneM pexxnma 00padboTku
I11u

ExxenenenpHO

KonTpons Hax cobmoaeHneM pesknuMa 3aIiThl

ExxenneBno

KoHTposib Ha BBINIOJIHEHUEM aHTUBUPYCHOM
3aILUTHI

ExxenenenpHO

KoHTponb HaJl coOmoeHreM pexuMa 3aIinuThl
IPY TTOIKITIOYEHUH K CETSIM OOIIETO MMOJIb30BaHHS
U (MIIM) MEXTYHApOJIHOTO 0OMEHa

Exxenenenbuo

[IpoBeneHne BHyTPEHHUX TPOBEPOK HA MPEAMET
BEISIBJICHHS N3MECHEHUH B peKUME 00padOTKH U
3ammThl [1/{H

Exxeromuo

Kontponp 3a 00HOBIIEHUAMHU TPOIPAMMHOTO
obecreyeHus: ¥ eAMHO00pa3us NPUMEHIEMOT0
I10 Ha Bcex anementax UCIIIn

ExxenenenpHoO

KonTtposs 3a obecnieyeHneM pe3epBHOTO
KOIIMPOBAHUSA

Exemecsauno

Opranuzanus aHaiausa 1 nepecMorpa
uMeroImxcst yrpo3 6e3onacHoctu [1]1H, a Takxke
npeacKa3aHue MosABJICHUA HOBLIX, CIIC
HEU3BECTHBIX, YTPO3

E>xeromuo

[Topnepxanue B aKTyaJIbHOM COCTOSIHUU
HOPMAaTUBHO-OPIaHU3ALMOHHBIX JTOKYMEHTOB

Exxemecsguno

Kontpons 3a pa3paboTkoil 1 BHECEHHEM
U3MEHEHUH B MMPOrpaMMHOE 00eCIIieueHrE
cobcTBeHHOM pa3pabotku i mratHoe 110,
CHeNHaIbHO T0padaThIBAEMOE COOCTBEHHBIMHU
pa3paboTYNKaMHU WITH CTOPOHHUMH
OpraHu3aIUSIMH.

Exxemecsauno

TectupoBaHHe peaU3aMH TPABIIT (PUIBTPAITUN
Ha MO, HacTpoek cuctemsl 3amuThl oT HC/,
CHCTEMBI 3alUTHI OT BUPYCOB, CUCTEMBI
oOHapy>KeHHUs BTOP)KCHUN U aHaln3a
3aIUIICHHOCTH

Exemecsuno
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3. TpeboBaHua no o6ecneyeHMIO0 6€30NaCHOCTU NepCoHarnbHbIX
AaHHbIX

BriOpannbie U peann3oBaHHbIE Mephl 10 obecrneyeHuto OezomacHoctu [1JIH MOMKHBI

o0ecreunBaTh HEUTPATH3AIUIO TPEOIaraeMbIX yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX,
npu ux o0paboTke B MHOOPMALIMOHHBIX CHCTEMaX B COCTAaBE CUCTEMbI 3alIUThl MEPCOHAIBHBIX
naHHbIX Opranu3aluu.

Cucrema 3alIUTHI IEPCOHANIBHBIX JAHHBIX, CTPOUTCS HA OCHOBAHHH:

e Mogenu yrpo3 0e30MacHOCTH IMEPCOHATBHBIM JaHHBIM MpU HX 00paboTke B
MH(GOPMAIIMOHHON cucTeMe MepcoHanbHbIX NaHHBIX «Cotpynnukm» HY IO
«Co3zBe3nuey;

e Mogenu yrpo3 0e30MacHOCTH TEPCOHATBHBIM JaHHBIM MpU HX 00paboTke B
WH(OPMAITMOHHONW CHUCTEME TMepCcOoHaIbHBIX HaHHBIX «Crtymentey HY [I1O
«Co3Be3nuey;

e TexHUYECKOrOo  MNPOEKTa  «CUCTEMbI  3alUThl  MEPCOHAIbHBIX  JIAHHBIX
UHPOPMAILIMOHHBIX cucTeM nepcoHanbHbIX JaHHbIX HY IO «Co3Besnuey;

e PyxoBomsamux qokymeHToB ®CTIK u ®Ch Poccun.

Bri6pannbie HeoOxoaumblie Meponpuatus o 3amurte [1J[H orpaxkarorcs B «Onucanuu

cucTeMbl 3aUThl nepcoHanbHbIX AaHHbIX HY JITIO «Co3Besnue.

3.1. TpeooBanus no ob6ecneyenuto 3amuTsl B UCII/In «Corpynnuxn» nu UCII/An
«CTyneHTb»
Jus 3amutel ot HCJL B UCII/IH Ha paboumx CTaHIMSIX U CepBEpax yCTaHABIUBACTCS

CpeacTBa 3allIUTHI I/IH(bOpMaI_II/II/I, 06eCHe‘lI/IBaI-OH_II/IeZ

Wnentndukanus ¥ ayTeHTU(UKAIMS MOJb30BaTENeH, SABIAIOLIMXCS  paOOTHUKAMU
oreparopa;

VrpaBineHue HAEHTHU()UKATOPaMU, B TOM YHCJIE CO3/1aHUE, NPUCBOEHHUE, YHUUTO)KEHHUE
UJICHTU(HUKATOPOB;

VYopaBneHue cpeacTBaMM — ayTeHTU(UKALMW, B TOM YHUCJIE€ XpaHEHHE, Bbljlaya,
MHULMANU3alus, OJOKUPOBAHUE CPENCTB ayTeHTH(UKAUU W TPUHATHE Mep B ciydae
yTpaThl U (UJIM) KOMIPOMETALIUU CPEJCTB ayTEeHTU(DUKALINY;

3amura oOpaTHOM CBSI3M IIPU BBOJIE ayTEHTU()UKALMOHHOW HHPOpMaLUU

Wnentndukanus W ayTeHTU(UKALMS I0Jb30BaTENIel, HE SBIAIOLIMXCS pPaOOTHUKAMU
omeparopa (BHEIIHUX TOJIb30BaTENCH );

Vrpasienue (3aBesieHUe, aKTUBALMs, OJTOKUPOBAHUE M YHUUTOKEHHUE) YUYETHBIMH 3alMCSIMU
IIOJIB30BaTEIICii, B TOM YMCJIC BHEIITHUX I10JIb30BaTeIICH

Peanuzanus HEOOXOAMMBIX METOJOB (JIMCKPELMOHHBIM, MaHIAaTHBIM, POJIEBOW WM HHOMU
METOJl), TUIOB (YTEHUE, 3alMCh, BBINOJHEHUE WIM MHOW TUI) M MpaBWJ pa3TpaHUYECHUs
JOCTYyIa;

Vrpasnenue ((puibTpanus, MaplIpyTH3alus, KOHTPOJIb COEAMHEHHH, OJHOHANpaBlICHHAs
mepefada M HMHBIE CIOCOOBI  yIpaBieHUS) WH(POPMALMOHHBIMUA TOTOKAMH  MEXITY
YCTPOWCTBAMM,  CEIMEHTAaMM  HMH(POPMALMOHHOW  CHCTEMBI, a  TaKkKe  MEeXIy
MH(POPMAITMOHHBIMU CHCTEMAaMU;

Paznenenne momHomoumid  (poJied)  MOJB30BaTENe, AIMHHHCTPATOPOB U JIHII,
oOecrnieynBaOIUX (YHKIIMOHUPOBAHNE HH(POPMALIMOHHON CUCTEMBI,

Ha3nayenne MUHUMadbHO HEOOXOAMMBIX TIpaB W  MPHUBWICTUH  MOJBH30BATEISM,
aZIMUHHCTpaTopaM M JMLAM, o0ecledyuBaroliuM (YHKIHOHUPOBAHUE HH(POPMALMOHHOM
CUCTEMBI;
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— OrpanuueHue HEYCIENIHBIX TMOMBITOK BXoJa B WH(OPMAIMOHHYIO CHUCTEMY (IOCTyma K
MH(POPMAITMOHHOW CHCTEME);

— Peanuzanus 3amuieHHOrO yJaJeHHOTO JOCTyIa CyObeKTOB JOCTyna K 0ObeKTaM JoCTymna
yepe3 BHEIIHNE HH(POPMALIMOHHO-TEJIEKOMMYyHUKAITUOHHBIE CETH;

—  VYmpaieHue B3aMMOJEHCTBHEM ¢ MHPOPMAIIMOHHBIMU CHCTEMaMH CTOPOHHUX OpraHU3alui
(BHenTHUE MHGOPMAIIMOHHBIE CUCTEMBI);

—  Ompenenennie coObITHI 0€30MACHOCTH, MOJUIEKAIIUX PETUCTPALIMH, U CPOKOB UX XPAaHEHHUS;

— Ormpenenenyie cocraBa M COIepXaHUA HWHPOPMAIMM O COOBITHAX O€30MacHOCTH,
MOJUIeKAIINX PETUCTPAIUY;

— COop, 3amuch W XpaHeHHE HWHPOPMALMM O COOBITHAX OE€30MacHOCTH B TEUYEHHUE
YCTaHOBJICHHOTO BPEMEHHU XPaHCHUS;

—  3ammTa uHGOPMAIIUH O COOBITHSIX 0€30MMaCHOCTH;

—  Peanusanms aHTUBUPYCHOM 3aIUTHI;

— OOGHoByeHHe 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMIIBIOTEPHBIX MIPOTPamMM (BUPYCOB);

— Opranuzaiusi KOHTPOJUPYEMOW 30HBI, B Ipeneraax KOTOPOH MOCTOSHHO pa3MellaroTcs
CTallMOHApHBIE TEXHUYECKHUE CpeicTBa, oOpadarbiBarole HHPOpPMAIMIO, M CpENCTBa
3alUThl HHGOpPMAIINH, a TaKXkKe cpeicTBa o0ecredeHus: (PyHKIIMOHUPOBAHUS;

— KoHuTpons u ympaBrnenune (U3MUECKUM JOCTYIIOM K TEXHHYECKHM CPENICTBaM, CPeACTBaM
3alMThl  MHPOPMAIMHM, CpeAcTBaM obecrieueHust (QYyHKIMOHMPOBAaHUS, a TaKkKe B
MOMEUICHUS W COOpPY)KEHHS, B KOTOPBIX OHHM  YCTAHOBJEHBI, HCKIIOYAIOIINE
HECaHKIIMOHUPOBAHHBINA (pU3HUecKuii JOCTYyN K cpeacTBaM 00paboTku WHPOPMALINH, CPEJIC-
TBaM  3alllUThl HMHQOpPMALMM U  CpeAcTBaM  obOecredeHUs  (QYHKIIMOHUPOBAHUS
MH(POPMAITMOHHOW CHCTEMBI, B TIOMELICHUS U COOPY)KEHUS, B KOTOPBIX OHH YCTAHOBJICHBI;

— Pasmemenune ycTpolictB BbBoma (oToOpaskeHHs) WHGOPMAIMK, WCKIIOYAIOIIee ee
HECaHKI[MOHUPOBAHHBIA IPOCMOTD;

— KoHTponb ycTaHOBKM OOHOBJIEHHMH NPOrPaMMHOIO OOECHEeueHHs, BKIIOYash OOHOBJIICHHE
MIPOrPaMMHOTO 00eCTIEYeHHsI CPEICTB 3aIUTHI HHGOPMAIUH;

— Konrpons  paborocnocoOHOCTH,  MapaMeTpoB  HACTPOWKM MU TPaBHIBHOCTH
(GYHKIIMOHUPOBAHUS IPOIPaMMHOTO 00€CIIEYeHUs U CPECTB 3aIUThl HH(POPMALIUK;

—  KoHTposib cocTaBa TEXHHUECKUX CPEICTB, MPOTPAMMHOIO 00ECTIEYEHUS U CPEICTB 3alTUTHI
UH(OpMaIuH;

— OOecriedeHre 3alIMTBl TMEPCOHAIBHBIX JAHHBIX OT PACKPBITHA, MOIU(PHKANUN U
HaBsI3bIBaHUS (BBOJA JIOXKHOM MH(pOpPMAaLIMK) NpU ee nepeaade (MoJAroToBKe K mepenaue) mo
KaHaJlaM CBSI3HM, MMEIOIIUM BBIXOJ 3a TIPENEeNbl KOHTPOJIUPYEMOH 30HBI, B TOM YHCIIE
OecIIpOBOJHBIM KaHajaM CBS3H;

3.2. TpeOoBanus no opranuzanuu odecnedenns 6esonacuoctu B UCII/In

Perucrpupyemsie cuctemoii 3amuthl oT HC/] coOpiTrs 6e30macHOCTH Ha KOMIIBIOTEPAX U
cepsepax MCII/IH [omKHBI NpoCMAaTpUBaTbCcsd M AHAIM3UPOBATbCS HA HAJIMYME HE
CaHKUIMOHUPOBAHHBIX ACHCTBUI aJIMUHUCTPATOPOM OE30MACHOCTH MO PACHUCAHUIO, YKA3AHHOMY
6 nynkme 2.4.

s 3pdexTruBHON 3alIUTHI OT BPEIOHOCHBIX MPOTPaMM M BUPYCOB Ha KOMIBIOTEpax U
cepBepax WCII[ln mnepuommyecku (no pacnucanuto, yKazauHomy 6 nyHkme 2.4) HOMKHBI
MIPOBEPSTCS KYPHAJIbI CUCTEMbI aHTUBUPYCHON 3aLIUTHI.

Hns obecnieuenuss 3amutel MCIIJIH ot yrpo3 6e3omacnoctu I1[[H B Opranuzanuu
Heo0X0oaMMO 00€CIIEUnTh:

e KOHTPOJIb JOCTyIA IOJB30BATEICH K 3aIUIIAEMBIM PECYpPCaM B COOTBETCTBHH C
MaTpHUIEHN 10CTyMa;
® y4YeT BCeX 3allMIaeMbIX HOCUTENEH HH(OPMAIUH C TOMOUIbIO0 UX MAaPKUPOBKH U
3aHECEHHE YYETHBIX HaHHBIX B JKypHaJl ydyeTa C OTMETKOW 00 HX BblJaue
(mpueme);
13



e (usmyeckas OXpaHa TEXHUYECKHX CpPEACTB HMH(MOPMAIMOHHON CHCTEMBI
(ycTpo¥cTB M HOCUTeNel HHPOPMAITUH), TTPETyCMAaTPHUBAIOIIA KOHTPOJb JOCTYIIA
B TIOMEIICHUS TOCTOPOHHHX JIMI, HAaJWMYUEe HAJCKHBIX TPEISITCTBUN s
HECaHKIIMOHUPOBAHHOTO MPOHUKHOBEHUS B TIOMEIICHUS U XPAHUIHINE HOCUTEIICH
uHbOpMaIH;

® HamU4HMe CPEJCTB BOCCTAHOBICHHS] CHCTEMbI 3aIUTHI MEPCOHATBHBIX JAaHHBIX,
IPEyCMaTPUBAIOIINX BEJICHHUE JIBYX KOIHIA MPOTPAMMHBIX KOMIIOHEHTOB CPE/ICTB
3amuTel  MHGOPMAIMM, WX MEPUOAMYEcKOe OOHOBICHHE W  KOHTPOJb
paboTOCIIOCOOHOCTH.

e mpoIecca KOHTPOJIS 3a [EIOCTHOCTBIO MPOrPaMMHOM M MHPOPMAITMOHHON YacTH,
IPOIIEyPBl BOCCTAHOBJICHUS (10 pacnucanuio, yKazauHomy 6 nyukme 2.4).

3.3. Tlopsnpok opranm3annu gocryna k UCIIIn

Bce nonwpzoBarenun UCIIJIH momkubl umeTh goctyn kK pecypcam HCII/IH Tonmpko B
COOTBETCTBHH C pa3pelICHUSMHU, YCTAaHOBJICHHBIMH B «Marpuile IOCTyma IOJIb30BaTelei K
pecypcam UCITIn».

Opranuzanus J0CTyla HOBOTO mojbk3oBateneit k pecypcam HCIIIH ocymecTBisieTcs
CIIEYIOIUM 00pa3oM:

1. CornacoBanue pgoctymna mnonb3oBatenss k pecypcam HWCII[H u nobasnenue
nonb3oBarenss B «CHHUCOK UM, JOCTYN KOTOPBIX K MEPCOHATbHBIM JIaHHBIM,
obpabareiBaemMbix B MCII[IH HeoOXoAwM JJisi  BBITIOTHEHHS  CITY>KEOHBIX
(TpyIOBBIX) 00sI3aHHOCTEHY;

2. O3znakomienue nonb3oBarens ¢ «llomoxennem o6 oOpaborke u 3ammtel [1/IH B
Opranuzanun» U ucTpeOoBaHHE C TMoONb30Barens noxanucaHus «CornameHus o
Hepasmiamenuu [1/1n»;

3. Co3pmanue YyYeTHOW 3amUCH TOJIb30BATENsE W OpraHM3alus JOoCTynma B
COOTBETCTBUHM C pa3pelicHusIMH, 3a(UKCHPOBAHHBIMH B «Marpuie aoctyma
nonb3oBarenen k pecypcam UCIn».

[Tpu HEoOxomUMOCTH yaaleHus JocTyma nonb3oBaresst k pecypcam MCII/IH (B ciydasx
YBOJBHEHUS COTPYOHHKA M T.J.) HEOOXOAMMO 3a0NOKUpPOBaTh (WM YAAJIWTH) YYETHYIO 3aIlUCh
MIOJTL30BATENSI M OTKOPPEKTHPOBaTh «CIMUCOK JIUII, TOCTYI KOTOPBIX K MEPCOHATHHBIM JTaHHBIM,
obpabareiBaembix B MCII/I[H HeoOXomuMm 111 BBITIOJHEHUS CIY)KEOHBIX (TPYIOBBIX)
00sI3aHHOCTE».

3.4. Ilopsaok o0padOTKHU MHIIUIEHTOB 0€30MACHOCTH

[Topsimox o6pabotkn uHIMAEHTOB Oe3omacHoctu I1/[H omucan B «WHCTpykuuu 1o
opraHuzanuu  pesepBupoBaHus u BoccraHoBieHuss MCIIJln, oOpaboTka WHIKJIEHTOB
oe3omacaoctu UCITTry.

3.5. Tlopsinok BHINOJHEHUS MPOUEXYP Pe3ePBHOI0 KONMPOBAHUS

[Topsnok mnponenyp peszepBHoro konupoBanus IIJI[H ommcan B «MHcTpyknuu 1o
opranuzanuu  pesepBupoBaHusi U BoccraHoBieHuss MCII[H, o00paGoTka HWHIMIEHTOB
oe3omacnoctu MCITI».

4. NMNonb3oBaTtenu UCTIOH

B Opranuzanum MOXXHO BBIIEIUTH cleAyromue rpynnsl nonb3oBateneid MCIIH,
y4yacTBYyIOIIUX B 00paboTke u xpaHenuu I1J1H:
e AaMuHHUCTpaTopa 6€30NacHOCTH;
e Omneparopa APM;
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JlaHHBIE O TPYMIAax MOJB30BATENAX, YPOBHE HX JOCTYNAa U MH()OPMUPOBAHHOCTH JOTKEH
OBITH OTPa)KEH B MaTPHIIE JOCTyNa nojib3oBareneit k pecypcam UCIIIH.

4.1 AaMuHHCcTpaTOp 0€30I1ACHOCTH
AnmuHuCTpaTop  0e30macHOCTH, CcOTpyIHMK OpraHu3anuu, OTBETCTBEHHBIH 3a
¢yukuronuposanue C3I1/IH, BriIroyas oOCTy)KMBaHHE W HACTPOMKY aJIMHUHUCTPATUBHOM,
cepBepHoil U kineHTckor komnonent UCII/Ix.
A nMuHHCTpaTOp 0€30TaCHOCTH 00Ia1aeT CIASAYIOMUM YPOBHEM IOCTYIA M 3HAHUM:

e oOmanaer nmpaBamu Aamunuctparopa UCII/IH;

e oOmagaer nonHoi unpopmanueit 06 UCII/1x;

® upMeeT JOCTYNl K CpEeACTBaM 3alluThl MHPOPMAIMH W TPOTOKOIUPOBAHHUA U K
yacTH KimodeBbiX diemenToB MCII/IH;

e HEe MMEeT NpaB JOCTyNa K KOH(UTYPUPOBAHUIO TEXHMYECKUX CPEICTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AJMHUHUCTpATOp 6E€30MACHOCTH YIIOJIHOMOYEH:

e peanu30BBIBaTh IOJUTUKM Oe3zomacHocTM B 4actu Hactpoiiku  CK3U,
MEKCETEBBIX KPAHOB U CUCTEM OOHApYKEHUS aTakK, B COOTBETCTBHH C KOTOPHIMU
nosib3oBarens (Onepatop APM) nonyyaet BO3MOXKHOCTH paboTaTh ¢ dlIeMEHTaMu
NCIIdx;

® OCYLIECTBJIATH AyIUT CPEICTB 3aIINUTHI;

® yCTaHaBJIMBATh JJOBEPUTEIIbHBIE OTHOILIEHUS CBOEH 3alllMIIEHHON CETU C CETIMU
npyrux OpraHu3aiu.

4.2 Oneparop APM
Onepatop APM, corpynauk Opra"uzanuu, OCYIIECTBISIONMH o0paborky I[1/1H.
Oobpabotka II/[H Britogaer: Bo3MOKHOCTH npocmorpa I[I/IH, pyuHoii BBox II/IH B cucremy
NCTIdn, ¢opmMupoBaHue CHpaBOK M oOT4eTOoB 1O uH(popmaruu, nomydennon u3z MCII/I.
Omnepatop He HMMEET IOJHOMOYMN JUId YOpPaBIEHUS NOACHUCTEMaMu OOpabOTKM JaHHBIX H
C3I1H.
Omneparop UCIIIH ob6namgaer cieayromuM ypoOBHEM TOCTYTIA U 3HAHUIA:
e 00nazaer BCEMU HEOOXONMMBIMHM  aTpuOyTamu  (Hampumep, MaposieM),
00eCeYrBaIOLIUMHU JIOCTYI K HEKOTOpOoMY noaMHoxecTBY I1/1H;
e pacnojaraeT KOH(UICHINAIbHBIMU JaHHBIMU, K KOTOPBIM UMEET JOCTYII.

e o00namaer 4yacTeio WHGOPMAIMM O TEXHMUYECKHX CPEACTBaX M KOH(UTyparuu
NCTIn;

e uMeeT HU3MYECKHI TOCTYN K TEXHUYECKUM CPEICTBaM 00paboTku HH(OpMaluu
U CPelICTBaM 3alUThI;

® 3HAET, [0 MEHBIIIEH Mepe, OTHO JIETATLHOE UM JJOCTYIIA.

5. TpeboBaHUA K NnepcoHany no obecnevyeHno 6esonacHocTn
nepcoHanbHbIX AaHHbIX

Bce corpynnuku Opranuzanuu, sisisitomuecs: noiaszoparensimu UCIIIH, 1omKHBI YeTKO
3HaThb W CTPOTrO BBIMOJHATH YCTAaHOBJIEHHBbIE IMpaBWJIa U OOA3aHHOCTU IO JOCTYNy K
3alIMIAaeMbIM 00BEKTaM U COOTIOICHHIO MIPUHATOTO pexknmMa O6ezonacuoctu [1/1H.

[Ipn BCTymieHHH B JOKHOCTH HOBOTO COTPYJHHKA HENOCPEACTBEHHBIN HAaYaJIbHUK
NOApA3AeNeHus, B KOTOpPOE OH IIOCTyNaeT, 00sf3aH OpraHu30BaThb €ro O3HAKOMJICHHE C
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JOJDKHOCTHOW ~ MHCTPYKIMEH UM HEOOXOAMMBIMM  JOKYMEHTaMH, perlaMeHTUPYIOIIUMU
TpeboBanuss mo 3ammte [I/lH, a Takke oOydyeHHe HaBbIKAM BBIMIOJHEHUS TMPOILENYp,
HEOOXOIMMBIX JUI CAaHKIIMOHUPOBaHHOTO Ucnonb3oBanus UCII/IH.

CoTpyaHHUK JOKEH ObITh O3HAKOMIJIEH CO CBEICHUSMHU MOJOXKEHHsS MO 00paboTke U
obecriedeHn o 6e30MacCHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaTsiBaeMbIX B OpraHu3aluu.

Cotpyanuku OpraHuzaiiiy, UCHOIb3YIOIINE TEXHHUYECKUE Cpe/ICTBAa ayTeHTU(HUKalLUH,
JOJDKHBI 00€CTIeYMBaTh COXPAHHOCTh UIEHTH(PHUKATOPOB (JEKTPOHHBIX KJIIOUYEH) U HE JIONyCKaTh
HCA x HuM, a TakXke BO3MOXHOCTb HMX YTEpPH WJIH HCIOJIb30BAHUS TPETHUMHU JIHUIAMH.
[Tonp30BaTeny HECYT NEPCOHATIBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UACHTU(UKATOPOB.

Cotpyauuku  OpraHu3allMd — JOJDKHBI  CIIEZOBaTh  YCTAHOBJIEHHBIM  IPOLESypam
nojsiepxkanus pexxuma 6e3onacHoct I1JIH mpu BbIOOpe M UCTONB30BaHUM Mapojiel (ecau He
HCIOJIb3YIOTCS] TEXHUUECKHE CPEICTBA ayTeHTU(DUKAIINHN).

Corpynuuku  OpraHuzanuu  JOJDKHBI  oOeclieunBaTh  HAJUIEKAIIYI0  3alIUTy
000pyIOBaHUs, OCTABISIEMOTO 0€3 MPUCMOTPA, OCOOEHHO B TEX CIIy4asx, KOTJAAa B MOMEIICHHE
UMEIOT JIOCTYNl TIOCTOPOHHHWE Jnia. Bce mnonb3oBaTend JOMKHBI 3HaTh TpPeOOBaHHS IO
oe3onacHocTu [IJIH u mporenypsl 3amuThl 000PYIOBaHUS, OCTABICHHOTO 03 MPHCMOTpa, a
TaKXKe CBOM 0053aHHOCTH 10 00ECTICUEHUIO TAKOM 3aIUTHI.

CoTpyaHuKaMm 3arpeliaercss ycTaHaB/IMBaTh MOCTOPOHHEE MPOrpaMMHOE ObOecredeHue,
MOJKIIIOYATh JIMYHbIE MOOMJIBHBIE YCTPOHCTBA M HOCUTENTH MH(OPMAIMH, a TaKXKe 3alHChIBaTh
Ha HUX 3alUIIaeMy0 HHHOPMAIIHIO.

CotpynHukam, a Takke OBIBIIUM COTPYIHHKAM, 3alpeliacTcs pa3ramarh 3alluiaeMyro
nHboOpMaIMIO, KOTOpas cTaja UM H3BeCTHa IpuU pabore ¢ HMHOOPMAIMOHHBIMU CHUCTEMAaMH
Opranu3zainuy, TpETbUM JIULAM.

[Ipu pabore c II[Jm B UCII[AH corpyauuku OpraHuzanuu o0si3aHbl 00ECIEYUTh
OTCYTCTBHE BO3MOXKHOCTH mpocmorpa [I/[H Tperpumu nmunamum ¢ MoHuTOpoB APM mnwm
TEPMUHAJIOB.

IIpu 3aBepmiennn pabotsl ¢ WCII[H coTpynHukn o0s3aHbl 3amTuth APM  mmm
TEPMHUHAJIBl C TOMOMIbIO OJIOKUPOBKM KIIFOYOM WM SKBUBAJIEHTHOTO CpPEJCTBA KOHTPOJI,
HarpumMep, JOCTYIIOM IO MapoJI0, €CIIU He UCTIONIb3YIOTCS 00jiee CHIIbHBIE CPE/ICTBA 3alUTHI.

Cotpyanuku OpraHuzanuy JTOJKHBI ObITh MPOMH(DOPMHUPOBAHBI 00 Yrpo3ax HapyLICHHs
pexxuma Oe3omacHocTd [I/IH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JIOMKHBI OBITh
O3HAaKOMJIEHBI C YTBEp)KJIEHHOM (opMarabHOW NPOLENypOll HAJOXKEHHS] JUCIUILTMHAPHBIX
B3bICKAHUN HAa COTPYIHUKOB, KOTOpbIE€ HApyIIWIM HPHUHATHIE MOJUTUKY U TPOLELYPHI
6e3omacHocTH [1]1H.

CotpyaHuku o00si3aHBI 0€3 MPOMEANIEHUS cooO0marh 000 BceX HAOMIOAAEMbBIX WU
noao3putenbHbIx ciaydasx paborel WCIIJIH, koTOopsle MOryT MOBi€4Yb 3a COOOM yTpo3sbl
6e3onacHoctu [1/lH, a Takke O BBISBIEHHBIX MMHU COOBITHSIX, 3aTparMBarolux O€30MacHOCTb
[1/11, pyKoBOACTBY MOJpa3/eieHUs U JIUIy, OTBEUAIOLIEMY 32 HEMEIJIEHHOE pearpoBaHHe Ha
yrpo3sl 6e3onacHocty [1/1H.

KonTposs 3a coOiawaeHueM, Bblllle ONUCAHHBIX TPeOOBAHWMH MO 3alHUTe
MNEPCOHAJIBHBIX JAHHBIX COTPYIHUKAMU Opranmaunn, BO3J/1araeTcd Ha OTBETCTBCHHOIO 11O
3ammure uHGopmanuun B MCIIJIH M OTBeTCTBEHHOr0 3a OpPraHU3anMI0 o00padoTKH
NEPCOHAJIBHBLIX TAHHBIX B Opranmauun.
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6. JlomkHOCTHbIe 06si3aHHOCTK nonb3oBaTtenen UCTOH

HomxHocTHRIE 00si3aHHOCTH Tonb3oBarenedd WCIIJIlH omucaHbl B CIETYIONTUX
JIOKyMEHTaX:
e UHCcTpyKIus aAMUHUCTpATOPA 3AIIUTHI;
e HMucTpykuusa nons3oBaresns no skcruryaraiuu C31 8 UCI/H;
e UHcTpykinuss mo opraHuzanuu pesepBupoBaHus W BocctaHoBieHus WCIIIH,
00paboTka HHIIUIEHTOB Oe3omacHocTH [1/1H;
e Uuctpykuusa nons3oBareneit UCIIH;
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7. OTBeTcTBEeHHOCTbL coTpyaHukoB UCIOH OpraHnsauumn

B cootBerctBUM co cT. 24 @enepanbHoro 3akoHa Poccuiickonn @eaeparuu ot 27 U0
2006 . Ne 152-®3 «O mepcoHalbHBIX JAAHHBIX» JIMIA, BUHOBHbIE B HApyLICHUH TPeOOBaHHMA
naHHoro @enepallbHOTO 3aKOHA, HECYT TPAXAAHCKYIO, YTOJOBHYIO, aJIMHUHHUCTPAaTHUBHYIO,
JUCLUUIUIMHAPDHYIO U HMHYIO IPEIyCMOTPEHHYIO 3akoHoAareslbcTBOM Poccuiickon denepanuu
OTBETCTBEHHOCTb.

JeiicTByromee 3akoHOAATeNbCTBO P@ MO3BONSET MNpenbsBIATh TpPeOOBAaHHS IO
obOecrieueHnto Oe3omacHOM paboTHl ¢ 3amuimaeMord WHGOpPMAMEH U TperycMaTpUBacT
OTBETCTBEHHOCTh 3a HapyLIEHHE YCTAHOBJIEHHBIX IpaBWi 3Kciuryatanuun OBM u cucrewm,
HEMpPaBOMEPHBIM J1OCTyn K HH(MOpPMALUM, €CIM 3T ACUCTBUS IPUBEIHM K YHUYTOXKEHHUIO,
OJI0KMPOBaHMIO, MOTU(HUKAIIMKA HHPOPMALIMU WK HapylieHuto padotsl DBM unu cerelt (cratbu
272,273 n 274 YK PO).

Anvmunuctparop UCII[An u anmunucTparop 0€30MacHOCTH HECYT OTBETCTBEHHOCTH 3a
BCE JCHCTBYsI, COBEPIICHHBIC OT UMEHHU MX YYETHBIX 3aIIMCEH MM CUCTEMHBIX YYETHBIX 3aIIUCEH,
€CJIM He JI0Ka3aH (akT HECAaHKIMOHUPOBAHHOTO HCIOIb30BAHUS YUETHBIX 3aITUCEH.

[Ipu nHapymenusx corpyaHukamu Opranuzanuu — nosb3oBarened MCIIIH mpaBui,
CBsI3aHHBIX ¢ Oe3omacHocThio IIJ[H, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JEWCTBYIONIMM 3aKOHOaTenbCTBOM Poccuiickoit denepanuu.

18



Vu. Ne 05

OT1. B e11.9k3. Ha 17 nmucrax

HUcn. Mansnesa JI. I1., orrn. Mamnsniesa JI. 1.
Ten. 8(3452) 677-100, 677-200

03.12.2015 .



20



	Список терминов и определений
	1. Общие положения
	2. Состав и содержание мер по обеспечению безопасности ПДн и план работ по защите ПДн, обрабатываемых в ИСПДн Организации
	3. Требования по обеспечению безопасности персональных данных
	4. Пользователи ИСПДн
	5. Требования к персоналу по обеспечению безопасности персональных данных
	6. Должностные обязанности пользователей ИСПДн
	7. Ответственность сотрудников ИСПДн Организации

